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Abstract: Technology revolution of 21st century also has made a 

great impact on education industry. Education is a form of 

learning. To learn something new we had various resources like 

schools, institutions, books, teachers, nature, research etc. But 

today learning resources have become more advanced. Instead of 

learners moving to the resources, today resources are in front of 

us at one click. This new advent is E-learning. E-learning is 

computer enhanced learning. It is blend of learning services and 

technology to provide high values. Educational services that 

provide e-learning system need hardware, software and 

substantial investment for the same. In order to reduce costs, 

these services can be provided based on cloud technology. Cloud 

computing is a technology of storing and accessing of data over 

the cloud (internet) instead of personal computer hard disk or 

local servers. This paper discusses how cloud computing 

environment has raised as a best platform in providing e-learning 

services. At the same time it also gives a description of cloud 

architecture for electronic based learning. This paper presents an 

environment derived from both virtual and personal learning 

environments based on cloud computing which contains tools and 

techniques to enhance the education process. At the end, this 

paper also discusses the various issues to be focused, challenges in 

cloud based e-learning and the benefits of e-learning based on 

cloud computing. 
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1. INTRODUCTION 

Learning is an act of obtaining or modifying of new 
knowledge, skills, values etc. The process of learning needs 
techniques, methods, procedures and tools to represent the 
knowledge and share the knowledge with others.E-learning is 
an innovative tool that has thepotential to improve and support 
the regular traditional learning. [1] 

The term e-learning has come in to existence from 1999 when 
it was first used at CBT systems seminar. [2] 

E-learning is synonymous to online learning or virtual 
learning.It is a form of learning where the instructor/teacher 
and the learner are separated by space and time using the 
online technologies [3]. It is the practice of providing 
education with the help of new technologies. 

E-learning is an approach to provide and support learning with 
the help of PC’s, audio visuals, presentations, videos and 
internet. E-learning is an amalgamation of the services and 
technology and Internet plays a significant role in e-learning. 
[4] 

The purpose of e-learning is not to replace the traditional 
methods of training like class room teaching but to create an 
augmented learning environment where the technology is used 
aiming to increase the individual’s involvement in the learning 
process. [1] 

The major advantages of e-learning are: 

• Flexible 

• Reduces usage of paper, cost and Time  

• Improves communication and interactivity. 

• Eco-friendly because of the virtual environment 

• Avoids travelling 

• Can store multiple topics at the same time which will 
provide suitable environment for teachers and students to 
shift from one topic to another 

• Learners can register and take their course in their 
account at any time and at any place. 

• E-learning system provides training through internet in a 
geographically large scale. 

• Students can manage and fix their learning goals. 

There are many institutions which have taken initiative of 
providing e-learning services at different educative levels. 
Some of them are The Virtual Learning Center of Granada 
University, The Open University of Catalonia, MIT Open 
Courseware, Free Online Course of Stanford University and 
many more. [5] 

With the improvement in IT and advantages of e-learning 
systems, every year there is large increase in the registration of 
online courses worldwide. For example Machine Learning 
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Course of Stanford has received 160, 000 registrations 
worldwide. The demand for e-learning services has raised 
different issues. [5] 

• The infrastructure that is required to give concurrent 
service for large amount of students exceeds the 
capabilities of a conventional web server. 

• The demand for teaching resources vary in a vibrant way 
and results in high peak activity. In order to attend these 
requests, a quite superior infrastructure is required for the 
regular working of the learning institution. 

• The present methods to enable real-time, dynamic 
infrastructure are inadequate, expensive and not scalable 
to support consumer mass-market requirements. 

• Switching to e-learning systems requires many hardware 
and software resources which is cost consuming. 

• Security threats 

The solution to overcome these issues is adapting the Cloud 
Computing environment 

2. CLOUD COMPUTING 

Cloud computing is advanced technology that accelerates the 
innovation of computer industry. National Institute of 
Standards and Technology defines cloud computing as a 
model for enabling convenient access to networks and 
applications, common set of configurable computing resources 
(networks, servers etc.) that can be provided and released with 
minimum effort. [6] The basic idea behind cloud computing is 
the create a virtual pool of computing resources focusing on 
large scale computing resources that are connected to the 
network and allows the users to dynamically share the 
hardware and software resources according to their usage by 
paying cost. Cloud offers both intensive and standard 
computation. Cloud provides more services than grid 
computing like web hosting, database support, multiple 
operating systems etc. The main features of cloud computing 
architecture are  

• Loose Coupling 

• High inter-operability 

Cloud computing Service model comprises of three layers 
which are as follows [7]: 

1) Infrastructure as a Service (IaaS): IaaS provides 
infrastructure as a service through virtual machines or 
other physical resources such as, virtual local area 
networks, servers, storage, virtualization of hardware 
resources and operating systems. Cloud service 
providers offer all the required hardware resourcesand 
the client uses their own scale services according to their 
requirements to run their business effectively. IaaS gives 
the freedom to select.  

2) Amazon Web Services is the best example of IaaS 
Provider. 

3) Platform as a Service (PaaS): In PaaS level, the provider 
supplies more than just infrastructure, It provides an 
integrated set of software with all the stuff that a 
developer needs to build applications, both for the 
developing and for the execution stages. 

 Examples of PaaS Providers:Google App Engine, 
Heroku and Engine Yard. 

Software as a Service (SaaS): SaaS is the last and the top level 
which offer software as a service. The host operations are 
carried out by the application service providers, from which 
some companies offered to other companies the applications 
known as customer relationship managements.If the 
organization only need to use a specific kind of software to get 
specific desired output then it is much cheaper to use the 
service from a cloud provider rather than purchasing the 
software. 

Examples of SaaS Providers: Google App, Microsoft Office 
365 

 

Fig. 1: Cloud Computing Layers [5] 

3. CLOUD DEPLOYMENT MODELS 

A cloud deployment model represents a specific type of cloud 
environment, primarily differentiated by ownership, size, 
andaccess.[8][7] 

Public Cloud is owned and managed by the cloud service 
providers. Public cloud has the advantage of providing 
services seamlessly on demand. .Here users are treated as 
untrustworthy and privacy and security are a matter of 
concern. Examples: Amazon EC2, Google App and 
Salesforce.com 

Private cloud is owned or leased by any single organization. 
These clouds are considered more secure than public cloud 
because the users are from the organization itself. 
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Cloud is similar to private cloud but its infrastructure is shared 
by several organization that are having the same mission, 
policy and security requirements. Example: Educational cloud 
is used by several institutes and universities to cater the needs 
of the educational services. 

A hybrid cloud is a cloud computing environment in which an 
organization provides and manages some resources in-house 
andhas others provided externally. For example, an 
organization might use public cloud service, such as Amazon 
Simple Storage Service (Amazon S3) forarchived data but 
continue to maintain in-house storage for operational customer 
data.  

 

Fig. 2: Cloud Deployment Models 

4. E-LEARNING BASED ON CLOUD COMPUTING 

The educational cloud provides a magical solution the 
educational institutes and organization who want to switch to 
e-learning system. They have the choice to select either to 
build a private cloud or go to a cloud service provide to share 
the resources after defining parameters. Before transforming 
e-learning system to cloud, first and foremost you need to 
identify which services you need and create a service 
catalogue for the same in order to determine the parameters 
you need from the service provider. [9] Cloud based e-
learning includes hardware and software resources to develop 
the traditional e-learning infrastructure. Cloud based e-
learning architecture mainly consists of five layers which are 
described below:[10] 

Hardware Layer: This layer handles the important hardware 
resources like CPU, physical memory. Physical servers, 
network and storage are grouped with the help of 
virtualization. Dynamic expansion of physical host is possible 
and memory is scalable at any time to supplement additional 
memory in order to offer uninterrupted power to cloud 
middleware services for the e-learning system based on cloud 
computing. 

Software Resource Layer: Middleware and operating 
systems are used to create this layer. By combining various 
software solutions with the help of middleware technology, 
software developers are provided with grouped interface. 

Software developers can develop applications for e-learning 
system and embed them in the cloud. Cloud users can access 
those application through cloud. 

Resource Management Layer: It play a major role to get 
loose coupling of hardware and software resources. By using 
virtualization and scheduling concept of cloud computing, this 
layer provides uninterrupted on demand software distribution 
for different hardware resources. 

Service Layer: This layer helps the cloud clients to use 
different forms of cloud resources. Service layer is classified 
as three layers: IaaS, PaaS, and SaaS 

Business Application Layer: This layer is different from the 
other four layers of cloud based e-learning architecture. It 
consists of education platform, content creation, content 
delivery, teachingand evaluation and education management. 

E-learning system based on cloud computing uses the services 
in three ways: 
1. Infrastructure – use an e-learning solution on the 

provider’s infrastructure. 

2. Platform – use and develop an e-learning solution based 
on provider’s development interface. 

3. Services – use the e-learning solution given by the 
provider. 

 

Fig. 3: Cloud based e-learning architecture 

5. CLOUD COMPUTING ENVIRONMENT: 

Cloud computing architecture is shown in figure below. First 
layer is the interface with the cloud environment and consists 
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of management subsystems for determining the current 
requirements of the users in terms of computational resources 
the Cloud. The subsystems include the planner for the storage 
devices, load balancer for distribution of the load among the 
virtual machines. There is system administrator to monitor the 
activities of each layer. Along with this, there is security 
component to ensure privacy, recovery, integrity and security 
of user data.[5] 

Second layer represents the virtual machines and storages 
implemented within the system.  

Finally, the third layer consists all the physicalarchitecture of 
the system. 

 

6. REASONS FOR ADOPTING CLOUD COMPUTING 

FOR E-LEARNING: 

• Clients can access the resources through web. 

• No client side software is required. 

• Pay by subscription based on the usage 

• SaaS server can support many educational institutions. 

• All subscriber data is held on SaaS sever. 

• No need to go for backing up data. 

• Crash recovery is nearly not required. 

7. BENEFITS OF CLOUD COMPUTING IN E-

LEARNING SYSTEM: 

• Convenient and Continuous Availability: Enables the 
users to continuously access the information from 
anywhere irrespective of the time zone. [11] 

• Virtualization:The most important characteristic of cloud 
architecture is virtualization. Application deployment 
environment and physical platform are not related and it 

is expensed, managed, migrated and backup through 
virtualization. Virtualization makes possible the rapid 
replacement of a cloud located server without major 
damages or costs. [10] 

• Cost Efficiency: Biggest benefit of cloud computing is, it 
is available at cheaper rates and this is achieved by 
eliminating the investment in stand-alone software and 
servers. 

• Provides resiliency and redundancy to its users. 

• Offer unlimited storage capacity. 

• Software updates are taken care by the cloud provider 
with no extra cost to the customer.  

• Organizations have much more concern about the security 
of the user’s data and discover new security solutions day 
by day. 

• Cloud infrastructure addresses two important aspects of 
green IT approach i.e. resource and energy efficiency. 
Cloud computing services help to reduce the carbon 
emissions and energy consumption. Cloud may be public 
or private or service, but computing will be greener. 

• Benefits to students: Student can take online courses, 
attend the online exams, get required information about 
the courses from the teachers, and submit their 
assignments and projects online. 

• Benefits to teachers/instructors: Instructors can prepare 
course contents resources through content management 
systems. Prepare online tests, assess the submitted 
assignments, projects and can communicate the 
results/feedback to students. 

8.  CHALLENGES IN CLOUD BASED E-LEARNING: 

• Security and Privacy: The major challenge of cloud 
computing is the way it addresses the security and privacy 
issues. Cloud infrastructure would get affected even if one 
site is attacked. These risks/threats can be diminished by 
using encrypted file systems, security applications, and 
security hardware to track unusual attack across the 
servers. [11] 

• Currently cloud service providers are adopting proprietary 
API’s to implement their applications. Consequently, 
services transition from one service provider to another 
has become extremely complicated and consumes time. 

• Enterprises may not be aware of where the cloud servers 
are located and from technology point of view, location of 
data is not relevant. But this has become a critical issue 
for data governance requirements. 

• Businesses/Enterprises can save money on hardware but 
they need to spend more for the bandwidth in order to 
deliver intensive and complex data over the networks. 
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Therefore, clients are waiting for the reduction in cost 
before switching to cloud. [11] 

• The service level agreements of the cloud service provider 
are not adequate to guarantee the availability and 
scalability.Clients will be reluctant to switch to cloud 
without a strong quality guarantee.  

9. CONCLUSION 

E-learning systems are facing challenges with respect to 
services, media content, and instruction resources with the 
huge demand and growth of users. Cloud Computing has 
emerged as an appropriate platform to migrate from e-learning 
system. There are certain challenges and issues like security, 
data lock-in, and bandwidth are faced by cloud based e-
learning. But still the customers/clients/users are getting 
attracted towards switching to cloud computing.The benefits 
and features of cloud based e-learning are overtaking the 
drawbacks. It also improves interaction between student and 
the teacher. Cloud computing reduces the carbon emissions 
and energy consumption. Further research can be done to 
improve performance of the application. 

REFERENCES 

[1] D. J. A. Itmazi, "E-learning".  

[2] "History of E-learning, " [Online]. Available: 
http://www.talentlms.com/elearning/history_of_elearning. 

[3] S. K. K. Palanivel, "Architecture Solutions to E-Learning 
Systems Using Service-Oriented Cloud Computing Reference 
Architecture, " International Journal of Application or 

Innovation in Engineering & Management (IJAIEM), 2014.  

[4] D. N. S.K Nayak, "E-learning technology for rural child 
development, " International Journal on Computer Science and 

Engineering, 2010.  

[5] D. P. F. H. a. J. B. A. Fern´andez, "An Overview of E-Learning 
in Cloud Computing".  

[6] S. Y. H. Sajjad Hashemi, "Cloud Computing for E-Learning 
with More Emphasis on Security Issues, " International Journal 

of Computer, Information, Systems and Control Engineering, 

vol. 7, no. 9, 2013.  

[7] S. B. T. S. Rani, "Security in Cloud based E-Learning, " 
International Journal of Advanced Research in Computer 

Science and Software Engineering, 2013.  

[8] D. C. Gagandeep Kaur, "Cloud E Learning Application: 
Architecture and Framework, " International Journal of 

Computer Science and Engineering, 2014.  

[9] W. A. A. H. M. E.-B. N. S. Abu El-Ala, "Cloud Computing for 
Solving E-Learning Problems, " (IJACSA) International Journal 

of Advanced Computer Science and Applications, , 2012.  

[10] K. m. Seyyed Yasser Hashemi, "E-learning Based on Cloud 
Computing: Issues and Benefits, " MAGNT Research Report, 

vol. 2, pp. PP.104-109.  

[11] N. G. M. S. Sudhir Kumar Sharma, "Distance Education 
Technologies: Using E-learning System and Cloud Computing, 
" (IJCSIT) International Journal of Computer Science and 

Information Technologies, 2014.  

[12] T. R. M. N. Attlee M. Gamundani, "A cloud computing 
Architecture for E-learning Platform, Supporting Multimedia 
Content, " (IJCSIS) International Journal of Computer Science 

and Information Security, , 2013.  

[13] G. Reddy, "Security Issues and Threats in Educational Clouds of 
E-Learning: A review on Security Measures, " International 

Journal of Computer Technology and Applications. 

[14] A. S. Arora, "A PROPOSED ARCHITECTURE OF CLOUD 
COMPUTING BASED E-LEARNING SYSTEM, " 
International Journal of Applied Services Marketing 

Perspectives, 2012.  

[15] F. A. M. V. PAUL POCATILU, "Using Cloud Computing for 
E-learning Systems".  

[16] D. V. K. G. Mudit Khetan, "A Conceptual System Architecture 
for Cloud-Based E-learning Systems for Higher Education in 
India".  

[17] M. S. B. V. V. S. N. S. M. SADHANA JAISWAL, 
"EFFECTIVE E-LEARNING WITH CLOUDCOMPUTING, " 
Proceedings of IRF International Conference, 05th April-2014, 

Pondicherry, India, ISBN: 978-93-82702-71-9. 

 


